
The State of Android 

(Banking) Malware 

Insights from 2022 and Predictions for 2023 

F R A U D  F U S I O N  C E N T E R  

T L P : W H I T E  





Reviews 



About this Document 



Table of Contents 

 



1. Year in numbers 

1.1 Volume Analysis 



1.2 Geographical Targets 





2. Most active and notable malware families 

2.1 Ermac  



2.2 Octo 

2.3 Hydra 





2.4 SharkBot 







3. Spyware and RAT: A Constant Threat  

3.1 Spyware 





3.1 Remote Access Tools and ATS 

3.1.1 RAT: Capabilities and implementation 

• 

• 

• 

• 

• 

• 

• 



3.1.2 ATS: What is it? 





3.1.3 Who features ATS 

https://www.threatfabric.com/blogs/the-rage-of-android-banking-trojans.html


https://www.threatfabric.com/blogs/brasdex-a-new-brazilian-ats-malware.html


3.1.4 Dangers of ATS 

3.1.5 Accessibility Logging in ATS 



3.1.6 Predictions 





4. Trends and predictions 

4.1 Phishing Attacks Targeting Financial Sector in 2022  

https://apwg.org/trendsreports/


4.1.1 Predictions 

https://www.threatfabric.com/blogs/spynote-rat-targeting-financial-institutions.html
https://www.threatfabric.com/blogs/toad-fraud.html


4.2 Droppers in Google Play  

https://www.threatfabric.com/blogs/the-attack-of-the-droppers


https://www.threatfabric.com/blogs/zombinder-ermac-and-desktop-stealers.html




4.2.1 Predictions 

4.3 Everything-as-a-Service (XaaS)  







4.3.1 Predictions 

4.4 Increasing the target surface 

4.4.1 Seed Phrases, Emails, and Authenticator codes 





4.4.2 Predictions  



5. Conclusions 


	Reviews
	About this Document
	Table of Contents
	1. Year in numbers
	1.1 Volume Analysis
	1.2 Geographical Targets

	2. Most active and notable malware families
	2.1 Ermac
	2.2 Octo
	2.3 Hydra
	2.4 SharkBot

	3. Spyware and RAT: A Constant Threat
	3.1 Spyware
	3.1 Remote Access Tools and ATS
	3.1.1 RAT: Capabilities and implementation
	3.1.2 ATS: What is it?
	3.1.3 Who features ATS
	3.1.4 Dangers of ATS
	3.1.5 Accessibility Logging in ATS
	3.1.6 Predictions


	4. Trends and predictions
	4.1 Phishing Attacks Targeting Financial Sector in 2022
	4.1.1 Predictions

	4.2 Droppers in Google Play
	4.2.1 Predictions

	4.3 Everything-as-a-Service (XaaS)
	4.3.1 Predictions

	4.4 Increasing the target surface
	4.4.1 Seed Phrases, Emails, and Authenticator codes
	4.4.2 Predictions


	5. Conclusions

